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The assaults on commerce customers continue

>5 trillion
Malicious bot requests 

January 2022–March 2023

30.2%
Phishing campaigns that mimicked 

commerce brands in Q1 2023

The continued digitalization of commerce 
organizations past the COVID-19 pandemic has 
driven their business growth but introduced 
security risks to their perimeter and customers. 

Scalpers use bots to purchase limited-
edition items and to hoard the inventory 

of regular household items

Used in credential 
stuffing attacks that lead 

to account takeover

Scraping website 
content for 

phishing sites

Malicious bot use cases

Attacks against commerce organizations

14 Billion +
Web application and API attacks 

against commerce

314%
Increase in Local File Inclusion (LFI) 

attacks from Q3 2021 to Q3 2022

The Europe, Middle East, and Africa (EMEA) region 
surpassed North America in web application and API 
attacks against retail
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North America is first in web application and API 
attacks in hotel and travel, followed by Asia-Pacific 
and Japan
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Emerging attack vectors like Server-Side Request Forgery (SSRF) and Server-
Side Template Injection (SSTI) pose a significant threat to commerce and 

other verticals because of their potential impact and damages caused by them, 
leading to data exfiltration and remote code execution.

For more information and insights 
about attack trends in the commerce 
industry, read our full report. 
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